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Abstract of the contribution: A simple filtering rule is proposed to prevent Ethernet forwarding loops in case of topology changes. 
1 Introduction
The specification mentions two possible configurations how the Ethernet traffic is handled on the N6 reference point, i.e. between the UPF and the external Ethernet Data Network: 
- Configuration A with a 1-1 relationship between a PDU Session and a N6 interface possibly corresponding to a dedicated tunnel established over N6. In this case the UPF acting as PSA transparently forwards Ethernet frames between the PDU Session and its corresponding N6 interface, and it does not need to be aware of MAC addresses used by the UE in order to route down-link traffic.
- Configuration B, where more than one PDU Session to the same DNN (e.g. for more than one UE) corresponds to the same N6 interface. In this case the UPF acting as PSA needs to be aware of MAC addresses used by the UE in the PDU Session in order to map down-link Ethernet frames received over N6 to the appropriate PDU Session. 
We consider here Configuration B, for which the forwarding behaviour of the UPF acting as PSA is managed by SMF as specified in TS 23.501 clause 5.8.2.5. as follows. 
When configuring an UPF acting as PSA for an Ethernet PDU Session Type, the SMF may instruct the UPF to route the DL traffic based on the MAC address(es) used by the UE for the UL traffic.
In that case, broadcast and/or multicast DL traffic on the N6 Network Instance targets every DL PDU Session (corresponding to any N4 Session) associated with this Network Instance. For uplink broadcast and/or multicast traffic received by the UPF over a PDU session on a N3/N9 interface, the UPF should forward the traffic to the N6 interface and downlink to every PDU session (except the one of the incoming traffic) associated with the same N6 Network Instance.
Unfortunately, the sending of broadcast, multicast or unknown unicast frames to all other PDU Sessions may lead to the formation of loops when the network topology changes as we exemplify below. Loops in Ethernet network should be avoided as they risk the stability of the whole network.
2 Scenarios leading to loops
An exemplary non-trivial network setup is shown in the figure below. Here we have two UEs, each setting up a PDU session that spans up to the same UPF, which connects to an external Ethernet Data Network over the N6 reference point, where the Data Network includes Ethernet Switch X and the Ethernet Hosts X1, X2. On the terminal side in this example there is also a fixed Local Data Network at each UE, so that multiple hosts may connect via the same UE: hosts A1 and A2 connect via Switch A and UE-A, while hosts B1 and B2 connect via Switch B and UE-B.  The link between Switch A and Switch B is initially not present, the network setup is such that each host is connected to the Ethernet Data Network via maximum one UE initially. 
 [image: ]
[bookmark: _GoBack]The UPF has standardized functionality, such as the learning of the MAC addresses and the forwarding of multicast/broadcast frames, which make it similar to an Ethernet switch. However, the UPF is not required to perform all actions that are generally supported by Ethernet switches, such setting up a spanning tree for example. Nevertheless, this setup may be used for simple topologies, e.g., when each host is connected via no more than one UE at a time. 
Consider now that a direct link is added between Switch A and Switch B. Such a link may be added by mistake, e.g., a person falsely believing that this may improve forwarding efficiency or redundancy adds the direct link between the switches. Consider now that Host A1 sends an Ethernet broadcast frame. In this case, it may happen that this broadcast frame is delivered from Switch A to Switch B, which then forwards it via UE-B, gNB-B to the UPF, which sends it on also via gNB-A and UE-A to Switch A, thereby creating a forwarding loop. 
Another example is shown in the figure below, which is initially the same as for the previous example. Instead of a direct link between Switch A and Switch B, a person may add a direct link between Switch B and Switch X, falsely believing that this may improve communication efficiency or redundancy. 
 [image: ]
Consider in this example that B1 now sends an Ethernet broadcast frame. Switch B may forward that frame over the direct link to Switch X, which would forward the frame over N6 to the UPF which then delivers the frame over both PDU sessions to UE-A as well as to UE-B. The frame going through UE-B then causes a forwarding loop back to Switch B. 
A third example shows the case of UPF relocation, as described in 23.502 section 4.3.5.8. Initially, the PDU session goes via UPF-X acting as the PSA (PDU Session Anchor). The SMF decides to relocate the PSA to UPF-Y. According to the procedure, there is a short transitional period while downlink frames are also delivered via UPF-X, even though uplink frames already go through UPF-Y. 
 [image: ]
In case the Host A1 sends a broadcast frame during this transitional period of time, that broadcast frame may be delivered via Switch Y and Switch X back to UPF-X which reaches Host A1, forming a loop. 
3 Filtering of own address
Normally, when UPF delivers downlink frames on a PDU Session to a MAC addresses that has been learnt by the UPF (i.e., used by a UE in the UL direction on the given PDU Session), that Ethernet frame has a different source address. However, as seen in the scenarios above, at network topology changes, frames may arrive to the UPF that have the same source address as a MAC addresses learnt by the UPF on the same PDU Session. Such frames should not be delivered downlink in the given PDU Session, since they may lead to loop formation. Hence, we propose to filter out such frames. In other words, the UPF should drop downlink traffic that has the same source MAC address as the MAC address used by a UE for the UL traffic on the same PDU Session.
Note that this rule is not supposed to solve all aspects of the loop formation problem; for that, it is necessary to run Ethernet control protocols for forming a spanning tree and switching accordingly. However, the proposed rule avoids the most trivial ways of loop formation, and the filtering of the PDU Sessions own addresses is beneficial in all scenarios as such frames always carry the risk of loops. 
[bookmark: _Hlk529997035]
4 Proposal
Based on the discussion above, we propose to agree on the following proposal, and document it in the accompanying CR in S2-1903368. 
[bookmark: _Toc423020280]Proposal: The SMF should ensure that downlink traffic that has the same source MAC address as the MAC address used by a UE for the UL traffic on the same PDU Session is dropped. SMF either installs explicit downlink filters for this purpose or instructs the UPF to drop such traffic.
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